NHOOPMALMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA 1JIAA PASMEIIEHUSA
HA O©PUIIUAJIBHBIX UHTEPHET-PECYPCAX

C Kax1pIM I'OZIOM MOJIOJIEXH B HHTEPHETE CTAHOBUTHCA 0O0JIbIIIE, A IIKOJIBHUKN OJHH U3 CaMbIX
AaKTUBHBIX ITOJIb30BaTeneil Pynera. Mexay TeM, TIOMUMO OTPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH,
MHTEPHET HeceT U NpodiieMbl. DTa namsITKa JODKHA IIOMOYb Tebe 6e3011acHO HaXOIUThCSI B CETH.

KomrmbrotepHbie BUPYCHI

KomnbroTepHslil BUPYC - 3TO Pa3HOBUAHOCTb KOMITBIOTEPHBIX IPOTPaMM, OTIIMYUTEIBHON 0COOCHHOCTHIO
KOTOPOH SIBJIAETCS CIIOCOOHOCTD K Pa3MHOXKEHUIO. B onosiHeHne K 3ToOMy, BUPYChI MOT'YT ITOBPEAUTH
WA TIOJTHOCTBIO YHHUYTOXHTD BCe (Daiiiibl M TaHHBIE, TOJKOHTPOJIBHBIE MOJIb30BATENI0, OT UMEHU
KOTOPOro ObliIa 3alyllieHa 3apakeHHas IporpaMma, a TaKkke MOBPEIUTb UM JJaKe YHUUTOXKUTh
OTIEPALIMOHHYIO CUCTEMY CO BCeMH (ailiamu B 11e10M. B GOJIBIIMHCTBE CiydaeB pacpOCTPaHIIOTCS
BHUPYCHI Y€PE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEIOHOCHBIX MPOTrpaMMm:

1. Mcnionp3yil COBpEMEHHBIE ONEPALIUOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIM YPOBEHD 3alIUTHI OT
BPEIOHOCHBIX IIPOIPAMM;

2. I[locTosiHHO ycTaHaBnMBaii naytu (U POBbIE 3aIUIaTKH, KOTOPhIE aBTOMATHYECKU YCTaHABIUBAIOTCS C
LIETBI0 IOPAOOTKU MPOTPaMMBbI) U Ipyrue OOHOBJIEHUS CBOEH ONEpaiMOHHON cucTeMbl. CkaunBai ux
TOJIbKO ¢ ounmanbHOro caita pazpadborunka OC. Ecnu cymecTByeT pexiuM aBTOMaTHIECKOTO
OOHOBJICHUSI, BKJIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBbIOTEPE IO/1 IIPaBaMy I10JIb30BATEIIS,  HE aIMUHUCTPATOPA. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIEHOM KOMITBIOTEPE;

4. Ucnonb3yit aHTUBUPYCHBIE IPOrPaMMHBIE TTPOTYKTHI U3BECTHBIX TPOU3BOAUTENEH, C aBTOMATUYECKUM
00HOBJIEHMEM 0a3;

5. Orpanuub (pU3HYECKUN JOCTYH K KOMITBIOTEPY [T TOCTOPOHHUX JIMIL;

6. Mcnionb3yil BHELIHME HOCUTENU UH(OPMAIIUK, TaKue Kak (Iemika, AMCK WK (ailsl 13 MHTepHeTa,
TOJIBKO U3 MIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIbIOTEPHBIE (PalIb, MOyYEHHBIE U3 HEHAIEKHBIX HCTOYHUKOB. J{axke Te hailnsbl,
KOTOpBI€ MpHCIiai TBOM 3HaKOMBIN. Jlydllle yTOUHU y HEro, OTIIPABIISI JIU OH Te€0E HX.

Cetu WI-FI

Wi-Fi - 910 He BHJI Hlepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeHa, mapka. Eme B 1991 roay
HUJIepIIaH/IcKas KomnaHus 3apeructpuponaina 6pena "WECA", uto 0003Hauaio caoBocoYeTaHue
"Wireless Fidelity", koTopsblit nepeBoanuTcs Kak "GecrpoBogHAs TOYHOCTH'.

Jlo Haiero BpeMeHu Jola apyras abopeBuatypa, KoTopas sSBJISIEeTCS TaKOH K€ TEXHOJIOruen. 1o
ab6peBuarypa "Wi-Fi". Takoe HazBanue ObUIO JaHO C HAMEKOM Ha CTaHJIAPT BBICIICH 3BYKOBOW TEXHHUKHU
Hi-Fi, uro B mepeBosie 03HavaeT "BbICOKast TOYHOCTB".

Jla, OecruiaTHBIA HHTEPHET-IOCTYII B Kad)e, OTEIAX U a3POIOPTax SBJISIETCS OTIIMYHON BO3MOXKHOCTBIO
BBIX0J1a B UHTEepHET. HO MHOTHE 2KCIIepPThI CYUTAIOT, YTO 00menocTynubie Wi-Fi ceTn He SBIsSIOTCS
0€30IIaCHBIMU.



CoBeTslI 10 6€30MmacHOCTH paboTHI B 00MIeA0CTYTHBIX ceTssx Wi-fi:

1. He mepenasaii cBoro nuunyro nHbopmaluio yepe3 odmenocrymnubie Wi-Fi cetn. Paboras B Hux,
JKCJIATCIIbHO HC BBOJAUTD MMAPOJIA JOCTYIIA4, TIOTMHBI U KAKUC-TO HOMCPA,

2. Wcionb3yit 1 OOHOBIISIH aHTUBUPYCHBIE IIPOrpaMMBbI B OpanaMayep. TeM caMbIM Thl 00€3011acHIIIb
ce0s OT 3aKauyKH BUpYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnonpzoBannu Wi-Fi otkmoun ¢pynkuuro "OOmmii foctyn K Qaiinam u npuntepam”. [lannas
(GYHKIMS 3aKpBITa IO YMOJTYAHHIO, OHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT €€ Ui yA00cTBa
WCIIOJIb30BaHUs B paboTe WM yueoe;

4. He ucnionp3yii myommunsiit WI-FI 1u1s nepenaun IMYHBIX JaHHBIX, HAIPUMED AJIS BBIXOJA B
COLIMAJIbHBIC CETHU WJIU B DJIEKTPOHHYIO IIOYTY;

5. Ucnionp3yit Toapko 3amuiieHnoe coenuuenne yepe3 HTTPS, a ne HTTP, T.e. nmpu Habope BeG-aapeca
BBOJM BMeHHO "https://";

6. B MobunsHOoM Tenedone otkimoun ¢pynkiuio "Tlogxnrouenue k Wi-Fi aBromatudecku". He nomyckaii
aBTOMATHYECKOT'0 TIOJKITFOUEHHS yCTporicTBa K ceTsim Wi-Fi 0e3 TBoero cornacwusi.

ConuanbHbIE CETH

COIII/IaJIBHI)IG CCTHU aKTUBHO BXOJAT B HAIly ) KU3Hb, MHOTHC JIFOJU pa60Ta10T " )KUBYT TaM IIOCTOSAHHO, 4 B
Facebook YiKE 3apCTUCTPUPOBAH MUJIJIUAPA YCIIOBCK, YTO SABJISACTCA OHHOI;'I CCHLMOﬁ BCEX JKUTEICH
IUTaHEeThl. MHOTHE ITOJIb30BaTEIN HE IIOHHUMAIOT, YTO HH(i)OpMaIII/Iﬂ, pasMCIICHHAasA UMU B COLIMAJIbHBIX
CCTAX, MOXKCT OBITE HafmeHa H UCII0JIb30BaHa KEM YroaHO, B TOM YUCJIC HC 00s3aTeNpHO ¢ OJaruMu
HaMCPCHUSAMU.

OcHoBHbIE COBETHI M0 0€30MACHOCTH B COI[HATBHBIX CETAX:

1. Orpanuys ciucokK Apy3el. Y Te0s B IPYy3bsiX HE JOIKHO ObITh CTy4ailHBIX M HE3HAKOMBIX JIOZIEH;

2. 3amuiiai cBoro 4acTHYIO xHu3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO POKICHUS U
JPYTYIO JTUUHYIO HHPOPMAIHIO. 370yMBIIUIEHHUKA MOTYT UCIIOJIb30BaTh J1aXe NH(POPMAIIHIO O TOM, KaK
ThI U TBOU POJIUTENH MJIAHUPYETE MPOBECTU KaHUKYIIBI;

3. 3amminaii CBOIO peryTaIuio - IEPKU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTeN ObI ThI, YTOOBI
JpyTHe MOJIb30BaTeNH BUJIEH, YTO ThI 3arpyxaenis? [logymaii, mpexae yeM 4To-TO ONmyOIuKOBaTh,

HaIlACaTh U 3arpy3UTh;

4. Ecny Tl TOBOPHIIB C JIFOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAaIbHOE UMS U APYTYIO
JUYHYI0 HHPOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U IpoYee;

5. N36erait pazmenienus pororpaduii B IHTEpHETE, T/I€ THI H300pa)KE€H HA MECTHOCTH, 110 KOTOPOU
MOXHO OIPEAEIIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucrpanuu B cOMaIbHOM ceTH HEOOXOAMMO HCIIOIB30BaTh CI0XKHBIE TAPOJIH, COCTOSIIUE U3
OykB U LHU(Dp U C KOJTUUECTBOM 3HAKOB HE MEHEe §;

7. A5 couManbHOM CETH, MOYTHI M IPYTUX CalTOB HEOOXOIUMO HCIIOJIb30BaTh pa3Hble mapoiu. Toraa
€ciy Te0sl B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH TOJIYYaT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DNEeKTPOHHBIC IEHBIU



DNEeKTPOHHBIC IEHBIH - 3TO OYEHb YAOOHBIN CIIOCO0 TUIaTeKEel, OJTHAKO CYIIECTBYIOT MOIIICHHUKH,
KOTOPBIE XOTST MOAYYUTh 3TH JICHBI .

3JI€KTpOHHBIe ACHBI'U MMOABHUIINCH COBCEM HECAABHO U UMCHHO M3-3a 3TOI'0 BO MHOTUX rocyaapCTBax a0
CUX IIOP HC IPOIMUCAHO IIPO HUX B 3dKOHAX.

B Poccun xe oan (bYHKHI/IOHI/Ip}IIOT M O HUX YXX€ IIPOIKMCAHO B 3aKOHEC, I'/IC UX pa3ACIsArOT Ha HECCKOJIBKO
BHUJIOB - aHOHMMHBIC U HE aHOHMMHEIE. Pa3Hulia B TOM, YTO aHOHUMHBIC - 3TO TC, B KOTOPLIX pa3pCiacTCAa
IIpOBOAUTH OIICPAlINH 0e3 I/II[CHTI/I(i)I/IKaI_[I/II/I I10JIB30BAaTCJIsl, a B HCAHOHMMHBIX I/II[eHTI/I(bI/IKaHI/IH
[I0JI30BATEIS SIBJISICTCS 00s3aTEILHOM.

Taxxe cnenyeT pa3nuyarh MEKTPOHHbIE (MATHBIE ACHBIU (PaBHBI TOCYAaPCTBEHHBIM BaJIIOTaM) U
JNIEKTPOHHBIC HEUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 6€301MacHOM paboTe C INEKTPOHHBIMU JCHBIaMU:
1. ITpuBsxM K cyeTy MOOMIIBHBIN TenedoH. ITO caMblil yAOOHBIH 1 OBICTPBIN CIIOCOO BOCCTAaHOBHUTH
nocTym K cuery. [IpuBs3aHHbII TeneOH MOMOXKET, €CIi 3a0yAeIIb CBOH IJIaTEKHBIN MapoJib HITH

3aiJIelIb Ha CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. HCHOHLSYﬁ OJIHOPA30BLIC IIAPOJIH. ITocne nepexoaa Ha YCUJIICHHYHO aBTOpU3alUT0 TeOe YK€ HC 6y,Z[CT
YIpOXKaTh OIIACHOCTDL KpaXy WJIM ICPEXBATA IJIATCIKHOI'O MMapOJId;

3. BriGepu crioxHsIi maposb. [IpectynmHukam OyAeT He MPOCTO yrajaTh CI0KHBIN mapoib. HanexHsie
MapOoJIH - ITO MAPOJIH, KOTOPBIE COJEPKAT HE MEHEee 8 3HAKOB U BKIIIOUYAIOT B ce0sl CTPOYHBIE U
MPOMUCHBIE OYKBHI, U(PPHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK J0JuIapa, GyHTa, BOCKIUIATEIbHBIN
3HaK u T.11. Harpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIEC JAHHBIE HA CAWTAX, KOTOPBIM HE JI0BEPSECIIb.

DNeKTpOHHAas MoYTa

DNeKTPOHHAs MOYTA - 3TO TEXHOJIOTHSI M MPEJIOCTABIISIEMbBIC €10 YCIYTH TI0 MIEPEChUIKE U TTOJTYISHHUIO
ANEKTPOHHBIX COOOIICHHIA, KOTOPBIE PACTIPEACTSIOTCSA B KOMIBIOTEPHOU ceTH. OOBIYHO IEKTPOHHBIN
MOYTOBBIN SITUK BBITJISIAUT CIEAYIOIIMM 00pa3oM: UMs_TOJIb30BATESI(@UMS_ToMeHa. Takxke KpoMe
nepeayu MPOCTOTro0 TEKCTa, UMEETCsl BO3SMOXKHOCTD TepeiaBath (hailiibl.

OcHoBHBIE COBETHI 110 0€30MacHOii padoTe ¢ JIeKTPOHHOI MOYTOIi:

1. Hago BbIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBII BBIOOp OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIb U KTO IEPBLIN B PEUTHHIE;

2. He yka3bIBaii B TMYHOM no4Te IM4YHYIO HHpOopMaruto. Hapumep, ydrie BbIOpaTh
"My3bIKanbHbIN _(paHaT@" win "pok2013" BmecTo "Temal3";

3. Mcnonp3yil IBYX3TaIllHYI0 aBTOPU3aLMI0. DTO KOrJa IOMUMO MapoJisi HYKHO BBOJUTH KO/,
IpuckuIaeMbii o SMS;

4. BeiOepu CIIOXKHBIN Mapob. [ KaK10r0 TOYTOBOTO SIIUKA TOJDKEH OBITh CBOW HAJIEKHBIMH,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecitu ecTh BO3MOXKHOCTB HaIllMCaTh cCaMOMYy CBOM JIMYHBIM BOIIpOC, HCHOJ’IL3y1>i 9Ty BO3MOXKHOCTD,

6. Mcrionp3yi HECKOIBKO MTOYTOBBIX SIIMKOB. 1IepBBIN 17151 4ACTHON MTEPENUCKH € apecaTaMu, KOTOPBIM
ThI JOBEpPSCIIb. JTO ANEKTPOHHBIN aJipec He HAJ0 MCIOJIb30BaTh IIPH PETUCTpAIMK Ha (popymax U caiTax;



7. He oTkpeIBait (haliiiel ¥ Ipyrue BIOKEHUS B TUChMaX, JIa)Ke €CJIM OHU MPHUIILIA OT TBOMX JPY3CH.
Jlydiie yTOYHH y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (haiiibl;

8. Ilocne okoHYaHus pabOTHI HA TIOYTOBOM CEpBHCE TIEpe]] 3aKPHITHEM BKIIAJKU C CAUTOM HE 3a0y11b
Ha)kaTb Ha "Briitn".

KubepOyiuHr nin BUPTyaabHOE U3/1€BATEILCTBO

KubepOymuHr - mpecie1oBaHre COOOIICHUSIME, COISPKAITIMHI OCKOPOJICHMS, arpecCHIo, 3allyTHBaHUE;
XYJIUTaHCTBO; COLUAIbHOE OOMKOTUPOBAHHUE C MIOMOIIBIO PA3IMIHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pbLOE ¢ KHOEPOYJIJIMHIOM:

1. He Gpocaiics B 60#. JIydmmmii crmoco0: mOCOBETOBATHCS Kak ce0st BECTH M, €CJIU HET TOTO, K KOMY
MOKHO OOpaTUTHCS, TO BHAYAJIE YCIIOKOUTHCS. ECIIM ThI HAYHEIIh OTBEYATh OCKOPOJICHUSIMU HA
OCKOpOJIEHUS, TO TOJBKO e1lle O0JbIIe Pa30ikIKellb KOHDIUKT;

2. Ypasinsdii cBoeil kubeppernyTaluei;

3. AHOHUMHOCTb B CETH MHHMAs. CYHIGCTBYIOT CIOCOOBI BbBIICHUTB, KTO CTOUT 3a aHOHHUMHBIM
AKKayYHTOM;

4. He cTouT BeCTH XyJIUTaHCKUI 00pa3 BUPTYalbHOM Ku3HU. THTEpHET GUKCUPYET BCe TBOU ACUCTBUS U
COXpaHseT uX. Y IamuTh UX Oy/eT KpailHe 3aTPpyAHUTEIBHO;

5. Co0uroziail CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHnaHbIi HeraTuB. OJTHOPa30Bble OCKOPOUTENbHbBIE COOOIICHHUSI Ty4Ille UTHOPUPOBATH.
OO0bIuHO arpeccus MpekpamiacTcs Ha Ha4aJlbHOW CTauu;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATIBHBIX CETAX €CTh
BO3MOYXHOCTh OJIOKUPOBKH OTIPABKH COOOIICHHI ¢ ONpeeIEHHBIX aIpECOB;

8. Ecnu Th1 cBUneTens KubepOyiuara. TBOM NeMCTBUS: BHICTYIIUTH MPOTUB MIPECIIEIOBATENS, TTOKA3ATh
€MY, 4TO €ro JACHUCTBUS OLEHUBAIOTCS HETaTUBHO, MOIEPKATh )KEPTBY, KOTOPON HYKHA
TICUXO0JIOTHYECKAsi TOMOIIb, COOOIIUTH B3POCIIBIM O (paKTe€ arpeCCUBHOTO MOBEACHUS B CETH.

MoobwibHBIN TenehoH

CoBpemeHHble cMapTHOHBI U IIAHIIETHI COAepKAT B cede BIOJIHE B3pOCibli (YHKIIMOHAN, U TENEPb OHU
MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU KOMIbIOTepaMu. OHAKO, CPEJCTB 3AIMTHI 17151 TOJOOHBIX
YCTPOMCTB ITOKA OYEHB MaJI0. TECTUPOBAHUE U NTOUCK yA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK

WHTEeHCHUBHO, Kak jutst [1K, To ke camoe kacaeTcs 1 MOOWIIBHBIX TIPHIIOKCHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HaCTOJIbHBIE aHAIOTH, OJTHAKO
pacupenue (yHKIIMOHAIA BIICYET 3a c000i OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3aLIUIIEHHOCTb.

Jlanexo He Bce MPOM3BOIUTENH BHITYCKalOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTUYECKHE YSA3BUMOCTH ISt
CBOUX YCTPOWCTB.

OcHoBHbBIE cOBeTHI JIs1 0€30MaCHOCTH MOOWJIBLHOTO TeJied)oHA:

Huuero He siBnsieTcs mo-HacTosimeMy 6ecriaTHeIM. byib ocTopoxeH, Beib Korja Tede mpeiaraior
OecraTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KaAKHE-TO TUIaTHBIE YCIYTH;



Jymaii, mpexzae uem otnpaBuTbh SMS, poto wimm Buaeo. Trl TOYHO 3HACIIB, T/I€ OHU OyIyT B KOHEYHOM
urore?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Vcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOUIIBHBIX TeNIE(OHOB,;

He 3arpyskaii npuaoXeHns: OT HEU3BECTHOIO UCTOYHUKA, BE[b OHU MOT'YT COJIEPXKATh BPEIAOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocne TOro Kak ThI BRIMIEHIH C CaiiTa, I/Ie BBOIWI JUYHYIO HHPOPMAITUIO, 3aiI1 B HACTPOUKH Opay3epa
1 ynanu cookies;

[lepuonnyecku npoBepsiii, Kakue IIaTHbIE YCIYT'H aKTUBUPOBAHbI HA TBOEM HOMEDE;

JlaBaii cBOii HOMEp MOOMIIBHOTO Tene(OoHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACIIh U KOMY JI0BEpSICIIIb;
Bluetooth momken OBITh BBIKIIIOUYEH, KOT/Ia THI UM HE MONb3yembesi. He 3a0bIBail MHOTIa TPOBEPSITH ATO.
Online urpsr

CoBpeMeHHbIE OHJIAIIH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOINE pPa3BIeUeHUs], 00bENHSAIONINE COTHU
TBICSY YEJIOBEK 10 BCeMy MHPY. MIrpoKH UCCIeNyIOT TaHHBII UM MHp, OOIIAIOTCS JPYT C IPYTOM,
BBINOJIHAIOT 331aHUS, CPAKAKOTCSI ¢ MOHCTPAMH U MOJYYatOT OMBIT. 32 yJJOBOJIBCTBUE OHU IJIATAT:
MOKYMAIOT TUCK, OTUIAYMBAIOT aDOHEMEHT MJIM MPHOOPETAIOT KaKUEe-TO OIIUH.

Bce a1 cpepcTBa nayT Ha nojAepIKaHUE M PA3BUTHE UTPHI, a TAKXKE HA caMy 0€30MacCHOCTb!
COBEPILLIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE MaT4X (LU(POBbIE 3aMIaTKy JUis

IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOUT OIacaTbCd HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO MapoOJId, Ha
KOTOPOM OCHOBAHA CUCTEMA aBTOPU3alluU OOJIBIIIMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30I1ACHOCTH TBOEro HI'POBOI0 aKKayHTa:

1. Ecniu npyroit urpok Bezet ceds MI0X0 UM CO3J1aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH €0 B CIIMCKE
UTPOKOB;

2. HO)I(B.JIYI‘/JIC}I AAMUHUCTPATOPAaM UI'PBI HA TIJIOXOC ITOBCACHUC OTOI'0 UTPOKA, KCIIATCIIBHO ITPUITOKUTDH
KaKHUEC-TO A0KA3aTCIbCTBA B BUIC CKPHUHOB,

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB II0 UTPE;

5. He ycTanaBnuBaii HeopuIMaIbHbIE TATYH U MOJIBI;

6. Mlcrionb3yi CIOXKHBIE U pa3HbIE MTAPOJIH;

7. Jaxe BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh aHTUBHpYC. [Ioka ThI UTpaenis, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

OumuHT 1IN Kpaka JUYHBIX JaHHBIX



OOBbIuHOM Kpakel JIeHeT U JOKYMEHTOB CErOJHs YK€ HUKOTO He YAUBHIIb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOTHH 3T0YMBIIIJICHHUKH MTEPEMECTUIINCh B MHTEPHET, U MPOOJDKAIOT 3aHUMAThCS "III00UMBIM"
TIETIOM.

Tak mosiBHIIach HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WIIA (DUIIIMHT, TJIaBHAS 11€J1b KOTOPOTO COCTOUT
B MOJIy4€HUHY KOH(QUACHIIMATBHBIX JTaHHBIX TOJB30BATENICH - JIOTUHOB U mapoiiei. Ha aHTIniickoM si3bIke
phishing untacrcs kak ¢ummnr (ot fishing - perOHast 10Bs, password - maposib).

OcHoBHBbIE COBETHI 110 00pbL0e ¢ PUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii ThI o103peBaelib, 4To TBOSI aHKETa Oblila B3JIOMaHa, TO
Heo0X0IMMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. HCHOJ’IB?)}’ﬁ Oe3o0macHbIe Be6-CaﬁTBI, B TOM YHUCJIC, HHTCPHET-MarasmHOB U ITIOMCKOBLIX CUCTEM;

3. Ucnonp3yii crokHbIe U pa3Hble Mapoiu. TakuM o0pa3oMm, eciiu Te0s B3JIOMAaIOT, TO 3JI0YMBIIIJICHHUKU
MOJIy4YaT JIOCTYIT TOJBKO K OJTHOMY TBOEMY IPOQHITIO B CETH, a HE KO BCEM;

4. Ecnu 1ebs B3JIOMaJId, TO HeO6XOI[I/IMO npeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPLIC ,I[O6aBJ'I€HI>I y
TeOs B APY3biX, O TOM, YTO TeOs B3JIOMAaJIU 1, BOBMOXHO, OT TBOCIrO UMCHH 6YI[6T paccblIaTbCA CIlaM U
CCBbIJIKHM Ha (1)I/IH_II/IH1"OBBI€ CaﬁTLI;

5. YcranoBu HaaexHslii napois (PIN) Ha MoOunbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUE Mapoiis B Opaysepe;

7. He oTkpbIBaii (hailiibl U ApYyrue BIOKEHUS B MHUCbMaX, Ja)Ke €CIIM OHH MPUIILTH OT TBOUX APY3EH.
Jlydiie yTOYHH y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (hailibl.

[Mudposas penyrauus

[udposas penyranus - 3T0 HEraTUBHAs UM MO3UTHUBHAS MH(OpPMAIU B CETH O Tebe.
Kommnpomerupytomias nHpopmaius, pa3MelieHHasi B MHTEPHETE, MOKET CEPbE3HBIM 00pa3oM OTPa3UThCS
Ha TBoeH peanbHOM >xu3HU. "Llndposas pemyranus" - 3T0 TBOH UMUK, KOTOPBINA (hopMUpyeTCs U3
nH(popmanuu o Tede B UHTEPHETE.

TBoe mecTo KUTCIILCTBA, yqe6L1, TBOC q)HHaHCOBoe ITOJIOXKCHHUC, 0COOEHHOCTHU XapaKTepa U pacCKa3bl O
OJU3KUX - BCE OTO HAKAIJINBACTCS B CCTH.

MHorue noapoCTKH JETKOMBICIEHHO OTHOCSTCS K MyOJIMKaIMK JTUYHON HHPopmaiuu B IHTepHeTe, He
MIOHKMMas BO3MOXKHBIX MocseAcTBUN. Thl Jake HE CMOJKeIllb A0rajaThes 0 TOM, 4To (hoTorpadus,
pa3MenieHHas 5 JIeT Ha3al, cTajla MPUYMHOM 0TKa3a NPUHSTH Te0s Ha paboTy.

KommenTapuu, pazMernienue TBoux ¢ororpaduil 1 qpyrue 1eicTBUS MOTYT HE HCUE3HYTh JJake IOocIie
TOT0, KaK Thl UX YAAJIUIIb. Thl HE 3HaEIIb, KTO COXPAHUJ 3Ty HUH(OpMAIIHIO, TTOMNala JU OHA B IOUCKOBBIE
CHCTEMBI M COXpaHMJIACh JIM OHA, a IJIABHOE: YTO MOJYMAaIOT O TeOe OKpY’KaIOIIHe JII0]IU, KOTOPbIe HAUAYT
1 yBUIAT 3T0. Haiitu nH(dopmMaiinio MHOTO JIET CIICTSI CMOKET JI000i1 - Kak U3 J100pbIX MOOYKIeHUH,
TaK ¥ ¢ HAMEPEHHUEM MPUUYUHUTH Bpea. ITO MOXKET OBITh KTO YTOHO.

OcHoBHbBIE cOBETHI 0 3a1MTe HHU(PPOBON penmyTanuu:
1. ITogymaii, mpeae 4eM 4To-To MmyOIMKOBaTh U NepeaaBarh y ceOs B O6J0re UM B COLIMAIBHOM CeTH;

2. B HacTpoiikax npo¢uiisi yCTAaHOBU OTpaHUUYEHUS Ha POCMOTP TBOETO MPOUIIS U €r0 COIEPKUMOTO,
caenail ero ToybKo "nis apysei’;



3. He pa3smemaii u He yka3biBail HHPOPMAIIHIO, KOTOPas MOKET KOTO-THO0 OCKOPOJIATH UM OOMKaTh.
ABTOpPCKOE MTPaBo

CoBpeMeHHbIE HIKOJbHUKY - aKTUBHBIE 110JIb30BaTeNU U(poBoro npocrpaHcTBa. OIHAKO TaJIEKO HE BCe
3HAIOT, YTO MOJIH30BAHNE MHOTUMH BO3MOXKHOCTSAMH I (PPOBOTro Mupa TpedyeT coOIoAeHNs IpaB Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "HHTEIEKTyalIbHasE COOCTBEHHOCTD' OTHOCUTCS K Pa3JIM4YHBIM TBOPEHMSIM UEIOBEYECKOr0 yMa,
HAuMHAas C HOBBIX U300pETEeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HA IPOAYKTHI U YCIIYTH, U
3aKaH4YMBasi KHUTaMH, GoTorpadusiMu, KHHOPHIEMAaMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHeE IpaBa - 3TO MPaBa Ha UHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh HA MPOU3BEICHHS HAYKH,
JIUTEPATyphl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAOT B KAYECTBE FAPAHTUU TOTO, YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUH TPy aBTOpa HE OYyAET HAIpacHbBIM, JacT €My CIIpaBeIIHBbIC
BO3MOJKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOErO TPY/la, MOJyYUTh U3BECTHOCTD U Ipu3HaHue. Hukro
0e3 pa3pelIeHus aBTopa He MOXKET BOCIPOU3BOAUTH €TI0 IPOU3BEICHHE, PACTIPOCTPAHAT, ITyOINIHO
JI€MOHCTPHPOBATH, IPOJIaBaTh, UMIIOPTUPOBATH, IyCKATh B MPOKAT, IIYOJUYHO UCHOIHATD,
MOKa3bIBAaTh/UCTIONHATE B 3(upe wim pa3meniats B lHTepHeTE.

Hcnonp3oBanue "nmupaTckoro” mporpaMMHOr0 00ecrieyeHUs] MOXKET MPUBECTU K MHOTUM PUCKAM: OT
NOTEPH JAHHBIX K TBOUM aKKayHTaM 10 OJOKMPOBKHU TBOETO YCTPONCTBA, I'/le YCTAaHOBJIEHA HeJleralbHas
nporpaMMma. He cTouT Takke 3a0bIBaTh, 4YTO CYHIECTBYIOT J€TaibHble U OECIIaTHBIE IPOTrPaMMBl,
KOTOPbIE MO’KHO HAalTH B CETH.

O noprane
CeteBruOK.pQ - TBOI INIaBHBII COBETYMK B CETU. 371€Ch ThI MOXKEIIIb Y3HATH O OE30MAaCHOCTH B CETH

MOHATHBIM M JIOCTYITHBIM S3bIKOM, @ IPY BOZHUKHOBEHUHU KPUTHUECKOM CUTYyallM1 00paTUThCS 3a
COBETOM. A Tak)Ke MPUHATH y4acTHE B KOHKYpCaX U CTaTh CaMbIM LU(POBBIM I'pax1aHUHOM!



